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Deploying multiple iPads

» Determine your needs
» Consider a pilot within your section
* ldentify terms of use

« Handing out individual devices
Allows personalization

iPhone Configuration Utility
Sets security standard for limited monitoring

Mobile device management

Allows greater control of usage: will be implemented by
medical center as early as March




Policies: Contracts

» Contracts per individual
Specified administrative contacts for lost, theft or damage

Responsible for reporting all instances of lost, theft or damage
iImmediately

Replacement costs listed for each item
Must include PHI - Terms of Use (on the next slide)



Policies: Protecting PHI

» Patient Health Information (Terms of Use)

You must not “Jailbreak” or make any attempt to gain elevated privileges on
the iPad

If for any reason, the iPad is reset to its factory default, you must contact
your administrator to have it reconfigured prior to its use in the hospital

The iPad is intended for work; no apps should be installed that interfere with
this primary purpose
You must not leave your iPad unattended in the Hospital

Do not store any patient information (PHI) locally on the iPad. It is
recognized that PHI can be transmitted via hospital email and that this is
stored locally on the device. This is the only exception to this rule.

Log out of your account when finished using the iPad
Do not share your iPad password with others
Do not lend your iPad to others



Policies: Infection control

 Sign In/Sign Out Forms

Will fellows/attendings take home the iPads?
If not, who do they sign in/out to?
Have forms been created for this sign in/out format?
Has all individual username/passwords been wiped from the device
during or prior?
Where will devices be stored overnight?

 Infection Control
Required to clean devices after every patient encounter

Cases and Screen protectors
Easy to wipe clean & Help avoid damage from cleaners
Cleaning solutions approved by infection control (1C)
Should contain bleach & ammonia
IC has sanctioned our use of cavicide & saniwipes for disinfection

Any other cleaners must be approved by infection control for
use



Policies: Theft/Loss

o Theft/Loss

Who to contact?
Section coordinator of iPads
UCPD (if lost/stolen on campus)

CPD — a police report must be filed immediately and a copy provided
to your iPad coordinator

File a claim with your insurance provider
How to prevent theft/loss?
iIPad & case asset tags

Lock screens set with program contact info

MobileMe or Mobile Device Management configuration under
program account for coordinator management (set up shown on next

slide)
iIPad coordinator spreadsheet for device management
Appropriate storage locations for iPads (if applicable)

Insurance!



Policies: Tracking Devices

Configure MobileMe on iPad
Free ‘Find My i1Pad’ tool!
Head to settings on your iPad home screen

Click on ‘Mail’, then choose ‘Add account’

Choose the MobileMe option

Add Account... >
e Input your Apple ID and info :
e Turn on, allow access & save mobileme
* MobileMe will now be listed | & Mobilele =

under your ‘Mail’ accounts

Apple ID imrrecruitment@medicine.bsd.uchicago.edu

Password eeeseceessee

Use MobileMe with your Apple ID or MobileMe email address.

Create Free Apple ID >




Policies: Tracking Devices

Find My iPhone

» Using MobileMe on
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Portability: Accessories

 IMR tested brands
RJ Cooper

ieCase (no longer sold in the
version we purchased)

Griffin Stylus

IClooly Stylus




Portability:Accessories

» Although still being piloted, our current iPad screen
protectors: Griffin Matte finish, Clear finish & Dflex
finish (found at any major retail vendor)




Orientation: a coordinator’s view

o QOur basic checklist:

Order iPads through NSIT
computer store (BuySite)

Order necessary accessories

through vendor contacts
Cases/Stylus/Extra Chargers
Docking stations

“Cool” accessories (i.e. cases
w/speakers, keyboards,
adjustable mounts, etc)

Asset tags
Insurance

Set up manuals, contracts &

policies to handout

Be sure to include required
PHI protection

Begin communication to
faculty/fellows for “pre-
requirements”

CNET username/passwords

iITunes account set up*

Provide coordinator contact info

IPad configuration prior to
handout

IPad configuration during
orientation

Regular updates
Email/Website

Section support via coordinator



Orientation: products & contracts

 Different types of iPads
16 GB, 32 GB or 64 GB
Wi-Fi only or Wi-Fi with 3G
» Pilot different accessories to determine which best
fits your use of the iPad!
Does your case/screen meet Infection control standards?

 Policies should be clearly listed within the contract
and manual

e Contracts must include the required Patient Health
Information — Terms of Use detailed in slide #2!



Orientation: CNET

e Obtain a CNET ID/Password (or find your old CNET
password!)

https://cnet.uchicago.edu/claimacct/index.jsp

Please note that if a password does not appear under your username, this
means that you already have a CNET ID/Password.
http://itservices.uchicago.edu/services/cnetid/

* ITunes Set Up
http.//www.apple.com/

Download
ITunes to your
desktop

iTU nes What's New

- B
o=\ RCCI]




Orientation: 1Tunes accounts

* ITunes Set Up Continued
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When download is
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Orientation: pre-configuration
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: iPad Software License Agreement
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customer support.

2. Set Up Your iTunes Store Account

Preview and download your favorites instantly, day or
night {where applicable).
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APPLE INC.
iPAD SOFTWARE LICENSE AGREEMENT
Single Use License

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT (“LICENSE") CAREFULLY BEFORE USING
YOUR iPAD OR DOWHLOADING THE SOFTWARE UPDATE ACCOMPAHYING THIS LICENSE. BY
USING YOUR iPAD OR. DOWHLOADING THIS SOFTWARE UPDATE, AS APPLICABLE, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS LICENSE, UNLESS YOU RETURN THE iPAD IN
ACCORDANCE WITH APPLE'S RETURH POLICY. IF YOU DO HOT AGREE TO THE TERMS OF THIS
LICENSE, DO HOT USE THE iPAD OR DOWNLOAD THIS SOFTWARE UPDATE. IF YOU DO HOT AGREE
TO THE TERMS OF THE LICENSE, YOU MAY RETURH THE iPAD WITHIN THE RETURH PERIOD TO THE
APPLE STORE OR AUTHORIZED DISTRIBUTOR WHERE YOU OBTAINED IT FOR A REFUND, SUBJECT
TO APPLE'S RETURH POLICY FOUND AT hittp://www.appl policies/ <%22%

[ Ihaveread and agree to the iPad Software License Agreement.

Cancel

name :

Set Up Your iPad

been synced with aniPad or anotheriOs device.

() Setupas anew iPad

(® Restore from the backup of:

[_ M. Jacobson

Ak
-

Last Synced: 12/28/20103:57 M

Once you configure your original iPad, this can
serve as a standard for all future devices by
choosing the “Restore from backup” option!

b




Orientation: pre-configuration

Set Up YouriPad .
If you choose to set up a new iPad then

set others as backups, be sure to

@ Enter, Password

@ B — remember the iTunes password of the
- original iPad. All backups will prompt you
for this password.

Continue
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OK to disconnect.
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Look for new iOS Pre-configuration is complete!
software updates
here.
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Orientation: Mobile Device Management

How do | as a
coordinator configure
or Keep track of
multiple devices?



Orientation: Mobile Device Management

e iPad configuration during orientation — using the
IPhone configuration utility tool

Allows basic management of standardized iPad
applications, emails, weblinks and security settings
through profiles pushed onto the iPad device

E Welcome -
download EHLERErISE
BEdf cerstarted
th IS " i05 4 Enterprise Deployment Resources
H Fe R = How to integrate i0OS 4 dew rices with your enterprise systems
SoftWare u O P Deploym: Tt Guide
How to integrate iOS 3 devices with your enterprise systems.
1= I, iPhone Discussions — Enterprise
X Discuss this topic with fellow iPhone users.
5 Downloads
5
" iPhone Configuration Utility for Mac O
U iPhone Configuration Utility lets you easily create, maintain, encrypt, and push configuration profiles,
x track and install provisioning profiles and authorized applications, and capture dewice information
LLk) Enterprise (> ]
S~ &= including consaole logs.
BERY Accessories e
' iPFhone Configuration Urility for Windows
r 1 Hardars e iPhone Configuration Utility lets you easily create, maintain, encr t, and install configuration profiles
o ) S o track and install provisioning profiles and authorized applications, and capture device information
- . including console logs.
¥ Contact Support



Wi-Fi

Wi-Fi

Orientation: Examples of Mobile Device

Management Settings

Service Set Identifier
Identification of the wireless network ko connact to

LCMC-Stff

[ Hidden Network

Enable i the target network is not open or broadeasting
Security Type

Wireless network encryption to use when connecting
Ay {Personal) S

Password

Password for the authenticating to the wirslzss nebwork

Service Set Identifier
Identification of the wireless network t connect to

uchicago

[ | Hidden Network
Enable i the target network is not open or broadeasting

Seurity Type
Wireless network encryption to use when connecting

el

AR

Passcode

¥ Require passcode on device
Enforce the use of a passcode before using the device

[_] Allow simple value

Permit the use of repeating, ascending, and descending character sequences

[ Require alphanumeric value

LA

2 =
a
15Minutes =

Require passcodes to contain at least one letter

Minimum passcode length
Smallest number of passcode characters allowed

Minimum number of complex characters
Smallest number of non-alphanumeric characters allowed

Maximum passcode age (1-730 days, or none)
Days after which passcode must be changed

Auto-Lodk {1-5 minutes, or none)
Device automatically locks when time period elapsss

Passcode history (1-50 passcodes, or none)
The number of unigue passcodes required before reuse

Grace period for device lock
Amount of time device can be locked without prompting for
passcode on unlock

Maximum number of failed attempts
Mumber of passcode entry attempts allowed before all data on
device will be erased



Orientation: Examples of Mobile Device
Management

* Mobile Iron — available as a free IPad app &
supported by UCMC IS mobility team
Allows policy settings based on section
IS remote wipe if device is reported stolen

Pushes web clips via email to suggest faculty/residents/fellows
to download an app recommended by the section

L= Sepeiosr sges | Suggests UCMC

g poase Appss L@ > section weblinks to
bt download onto iPad
homescreen as well as
webclips of iPad apps!

! connec tion Speed Test

B8l mMobile Activity Map

‘5:_,,’ Check Tfor Updates

- @ Aﬁ-out




Orientation: consistent commmunication

THE UNIVERSITY OF

» Options on how to CHICAGO

NAL MEDICINE RESIDENCY

CO m m u n i Cate SySte m | & : Tf:r:’;lil:flmr\l " Schedules Administrative Ambulatory iPad Inifiative Contact Info
updates, new application

recommendations, new
prOductS for IPAD RESOURCES

iPads are here!

faculty/fellows, answer

FAQ'’s, provide your
program’s iPad manual, s =mesesesmon

Resource Cards

etc Blue Card-InPatient resources
.

Pink Card- ICU resources

iPad Initiative

G ro u p e m ai IS Green Card- Clinic resources
i Required Apps

Section or program

website

Responseware

Recommended Weblinks




HELPFUL LINKS!

» Guided Video Tours of the iPad
» Deployment Scenarios of your iPads

» Mobile Device Management Option

* Deployment Resources

e IPad Initiative Site






